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Abstract. The increasing prevalence of cloud services has promoted
storing data on cloud servers to facilitate data sharing, while also pos-
ing severe data security challenge. A straightforward approach is to uti-
lize ring signatures in cloud data management to provide cloud data
owner anonymity and cloud data unforgeability. Nonetheless, most ring
signatures are susceptible to quantum attacks. To address this issue, re-
searchers explore lattice-based ring signatures to enjoy quantum safety.
But to our best knowledge, existing lattice-based ring signatures exhibit
restricted applicability due to impractically large signature sizes and lim-
ited functionality. In this paper, we present a logarithmic-size lattice-
based linkable ring signature for cloud data management. To achieve
this, we introduce a generalized lattice-based Bulletproofs compression
technique and apply it to scheme [AFRICACRYPT’13] to present a
logarithmic-size lattice-based ring signature protocol. Building upon this
protocol and our designed link label, we propose a logarithmic-size lattice-
based linkable ring signature that provides user privacy, ensures cloud
data unforgeability, and enables checking if multiple cloud data are from
same user. Our scheme is proven to satisfy the anonymity, unforgeability,
and linkability. Comprehensive evaluations demonstrate that our scheme
outperforms existing state-of-the-art schemes.

Keywords: Cloud Data Management · Security and Privacy · Ring Sig-
nature · Lattice Cryptography · Bulletproofs.

1 Introduction

With the widespread development of cloud services [14, 23], the modes of data
management [10, 18] have changed, making storing data on cloud servers for
sharing convenience more popular [7,12,22]. This cloud-based data management
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approach enhances data accessibility and collaboration among users, and facil-
itates data processing and sharing. However, as data is transmitted and stored
on cloud servers for sharing, the concerns about cloud data owner privacy [5],
cloud data confidentiality and integrity [6] are becoming more prominent, which
poses significant data security challenges that should not be ignored [24].

Ring signatures, initially proposed by Rivest et. al [13] in 2001, have gar-
nered significant attention with strong anonymity and unforgeability, which are
achieved through their non-administrator nature. Each individual ring user pos-
sesses a pair of keys (a secret key and a public key), enabling ring members to
choose a subset of public keys and generate a signature for messages representing
the associated ring without any external assistance, thereby effectively conceal-
ing their true identity within the ring. The ideal anonymity and unforgeability
of ring signatures have attracted many scholars [5, 17] to apply them in cloud
data management to ensure cloud data owner privacy and cloud data integrity.

Most existing ring signatures are based on classical assumption [15,19]. How-
ever, Shor [16] in 1997 proved that under quantum attacks, problems such as
discrete logarithms can be solved in the polynomial time, which leads to the
reality that most, if not all, of the current mainstream classical cryptographic
schemes cannot be quantum-resistant. For instances, if one can use Shor’s [16]
and Grover’s [9] algorithms to extract user keys from their public keys to generate
variant transactions without authorization or forged signatures, the privacy of
valid customers will be disclosed. Thus, the security resisting quantum attacks is
crucial and far-reaching for heightened requirements of cloud data management.

To address this, scholars research on post-quantum ciphers [20, 21], among
which lattice ciphers [2] are the most popular due to their advantages, such as
provable security and explicit algebraic structure. Aguilar Melchor, C. [1] pro-
pose a lattice-based ring signature that offer the quantum security; however, that
is impractical since the signature size is at least O(N). Among most of the exist-
ing studies, the signature sizes are often linear, also with limited functionality,
making them impractical for cloud data management.

Consequently, with the aforementioned issues, our work motivates by: Can
we propose a logarithmic-size lattice-based linkable ring signature for cloud data
management?

1.1 Our Contributions

– Generalized Lattice-based Bulletproofs Compression. Inspired by the
previous work [3], we generalize the inner-produce argument in Bulletproofs
to the form that is appropriate for Σ-protocol and then optimize the gen-
eralized Bulletproofs compression under the lattice setting. Our generalized
lattice-based Bulletproofs compression technique is suitable for the Σ-based
protocols/schemes. With the help of the generalized lattice-based Bullet-
proofs compression technique, we can reduce the size from N to 2 logN ,
thereby considerably improving the efficiency.

– Logarithmic-Size Lattice-based Linkable Ring Signature We first
convert the lattice-based ring signature in [1] into the form of Σ-protocol.
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Then, we apply our generalized lattice-based Bulletproofs compression tech-
nique to the above Σ-protocol to present our interactive logarithmic-size
lattice-based ring signature protocol. Building on this protocol and the help
of to the Fiat-Shamir heuristic, we incorporate our designed link label to pro-
pose a logarithmic-size lattice-based linkable ring signature which is suitable
with cloud data management.

– Solve the Security Challenges in Cloud Data Management By lever-
aging our proposed logarithmic-size lattice-based linkable ring signature,
cloud data owners can sign cloud data without compromising their true
identity, ensuring user anonymity and the unforgeability of cloud data. Our
scheme allows cloud users to verify the authenticity and linkability of cloud
data independently, without relying on a central authority, enabling secure
data management in the cloud while preserving privacy and security.

– Security Analysis and Performance Evaluation The security analysis
prove that our proposed logarithmic-size lattice-based linkable ring signature
satisfy the anonymity, unforgeability and linkability. The performance eval-
uation show that our proposed logarithmic-size lattice-based linkable ring
signature outperform existing state-of-the-art schemes.

2 Preliminaries

2.1 Lattice

Definition 1 (Lattice) Suppose that A = a1,a2, · · · ,am ∈ Rn are m linearly
independent vectors, then the set of linear combinations is called lattice L, de-
noted by L = L(A) = {x1 · a1 +x2 · a2 + · · ·+xm · am|xi ∈ Z}, where the matrix
A ∈ Rn×m is a set of the basis of L, m is the rank of L, and n is the dimension
of L. In particular, when m = n, L is called a full rank.

Definition 2 (Short Integer Solution (SIS) Hardness [11]) Given the ma-
trix A ← Rn×m

q , and find the vector z ∈ Rm
q such that Az = 0 mod q and

0 < ∥z∥ ≤ γ.

Definition 3 (Learning with Errors (LWE) Hardness [11]) Given the XB
as the distribution over Rq, the secret key as s← XB

n. Define LWE(q,s) as the
distribution obtained by sampling a ← Rn

q , e ← XB, output (a, ⟨a, s⟩ + e). We
aim to distinguish between m given samples from either LWE(q,s) or U(Rn

q , Rq).

Lemma 1 (Theorem 1 in [1]) If there is a polynomial-time algorithm that
can solve the hash collision problem with some non-negligible probability, then
there is a polynomial-time algorithm that can solve the Shortest Vector Problem
SV Pγ for each lattice corresponding to the ideal in R, where γ = 16dmnlog2n.

2.2 Rejection Sampling

In the Σ-protocol, the rejection sampling algorithm is utilized to ensure that the
prover’s response value is not dependent on the secret information. Specially, the
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witness a must be hidden with the challenge x and mask vector y, compute z =
x · a+y. The rejection sampling algorithm is able to constraint the distribution
of (x, z) to be independent of a. When a response value z exceeds the bound,
the rejection sampling algorithm will reject it.

2.3 Σ-Protocol.

The Σ protocol is a three-move type interactive protocol with three phases (com-
mitment, challenge, and response), which is used by the prover P to convince the
verifier V that some statement is true without revealing its real value. Specially,
the Σ-protocol is one of the zero-knowledge proofs between two entities, the
prover P and the verifier V, and also existing a Probabilistic Polynomial Time
(PPT) setup algorithm G. The triple (G,P,V) is defined for the polynomial-time
decidable relation R, and for (v, w) ⊆ R, w is referred to as a witness for v.

Definition 4 (Completeness) The triple algorithm (G,P,V) is called the Σ-
protocol, with the perfectly completeness, if for all PPT adversaries A

Pr

[
V(pp, v, µ, x, z) = 1

∣∣∣∣ pp← G(1λ); (v, w)← A(pp);
µ← P(pp, v, w);x← {0, 1}λ; z ← P(x);

]
= 1.

Definition 5 (Soundness) The triple (G,P,V) is n-special soundness if there
exists an efficient PPT extractor E that has the ability to compute the witness
w by given n accepting transcripts with the same initial message. Thus, for all
PPT adversaries A

Pr

(pp, v, w) ∈ R
∣∣∣∣∣∣
pp← G(1λ); (v, µ, xi, zi)← A(pp);
V(pp, v, µ, xi, zi) = 1,∀ i ∈ [1, n];
w ← E(pp, v, µ, x1, z1, · · · , xn, zn);

 ≈ 1− negl.

where the negl is negligible, we say that the protocol is soundness.

Definition 6 (Honest Verifier Zero-Knowledge (HVZK)) The triple (G,P,V)
is special honest verifier zero-knowledge if there exists an efficient PPT simulator
S such that for all interactive PPT adversaries A∣∣∣∣∣∣∣∣Pr

A(µ, z)= 1

∣∣∣∣∣∣∣∣
pp← G(1λ);

(v, w, x)← A(pp);
µ← P(pp, v, w);

z ← P(x);

 − Pr
A(µ, z)

= 1

∣∣∣∣∣∣
pp← G(1λ);

(v, w, x)← A(pp);
(µ, z)← S(pp, v, x);


∣∣∣∣∣∣∣∣ ≤ negl,

where the adversary A outputs (v, w, x) such that (pp, v, w) ∈ R and x ∈ {0, 1}λ.

2.4 Compression Technology

Bulletproofs [3] is the interactive protocol for proving arbitrary statements,
which only relies on the discrete logarithm assumption. In Bulletproofs, the
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relation is P = gz. We set n′ = n
2 , and divide z = (z0, · · · , zn−1) and g =

(g0, · · · , gn−1) into two vectors respectively, i.e. z[:n′] = (z0, · · · , zn′−1), z[n′:] =
(zn′ , · · · , zn−1) and g[:n′] = (g0, · · · , gn′−1), g[n′:] = (gn′ , · · · , gn−1). Then, we
compute the L = g[:n′]

z[n′:] and R = g[n′:]
z[:n′] . The process of compressing the

size of z can be compute as z′ = x · z[:n′] + x−1 · z[n′:], where x is the random
sampled. In each round, P and V compute a new vector g′ = gx−1

[:n′] ◦ g
x
[n′:] to

replace the original g. The verification equation is P ′ = Lx2 · P ·Rx−2

.

3 Framework Description

In this section, we show our system architecture for cloud data management and
the formal definition of our O(logN) lattice-based linkable ring signature.
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Fig. 1. Cloud Data Management System Architecture.

3.1 System Architecture

Our cloud data management system architecture is depicted in Fig. 1, which
consists of four entities: Key Generation Center (KGC), Cloud Data Owner,
Cloud Data User, and Cloud Server. The specific workflow of each entity as:

– Key Generation Center (KGC): The KGC generates public-secret key
pairs for cloud data owners and cloud data users. Note that the secret keys
of cloud data owners and cloud data users are kept confidential.

– Cloud Data Owner: The cloud data owner owns a cloud data µ and a
public-secret keys pkj , skj . In our system, the cloud data owner conceals her
identity within the ring to safeguard her privacy, generating a ring signature
σ for the cloud data µ, and uploading σ to the cloud server for storage to
guarantee the unforgeability of the cloud data.

– Cloud Data User: The cloud data user owns a public-secret keys pki, ski.
In our system, the cloud data user can download cloud data from the cloud
server and verify its validity. Further, the cloud data user can download
multiple cloud data from the cloud server and verify their linkability.

– Cloud Server: The cloud server stores the the cloud data µ with its ring
signature σ from the cloud data owner. Upon receiving requests from cloud
data user, it returns the cloud data µ with its ring signature σ.
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3.2 Formal Definition

Our proposed logarithmic-size lattice-based linkable ring signature consist of
five algorithms: Ring-Setup, Ring-KeyGen, Ring-Sign, Ring-Verify, Ring-Link. The
syntax of these algorithms are as follows.

- Ring-Setup: Give the security parameter λ, this algorithm returns the public
parameter P.

- Ring-KeyGen: Given the public parameters P, this PPT algorithm returns
the public key pki and secret key ski of user i.

- Ring-Sign: Given the message µ, a ring R of [N ] members associated the
public keys set Lpk, and signer’s secret key skl, this PPT algorithm returns
the ring signature σ with the link label L.

- Ring-Verify: Given the message µ, a ring R of [N ] members with the public
keys set Lpk, and a ring signature σ with link label L, this deterministic
algorithm verify the validity of ring signature. If the ring signature is valid,
this algorithm returns accept ; otherwise it returns reject.

- Ring-Link: Given two ring signatures σ1 and σ2 with the link labels L1 and
L2, this deterministic algorithm check if the link labels L1, L2 are equal. If
L1 = L2, it returns link ; otherwise it returns unlink.

4 Logarithmic-size Lattice-based Linkable Ring Signature

In this section, we present our logarithm size lattice-based linkable ring signature
for cloud data management.

4.1 Generalized Lattice-based Bulletproofs Compression Technique

To begin with, we convert the original Bulletproofs to the form of Σ-protocol,
called the generalized Bulletproofs compression technique. In particular, the
relation for applying the Bulletproofs compression is P = gζ . In one round
compression, the prover sets N ′ = N

2 , and divides ζ = (ζ0, · · · , ζN−1) and
g = (g0, · · · , gN−1) into two vectors respectively, i.e. ζ[:N ′] = (ζ0, · · · , ζN ′−1),
ζ[N ′:] = (ζN ′ , · · · , ζN−1) and g[:N ′] = (g0, · · · , gN ′−1), g[N ′:] = (gN ′ , · · · , gN−1).

Then, the prover computes the cross-terms ξ1 = g
ζ[:N′]
[N ′:] , η1 = g

ζ[N′:]
[:N ′] and sends

that to the verifier. The verifier randomly samples c $← C, and then sends c to
the prover. After receiving the c, the prover computes the g1 = g[:N′]

c−1
2 ◦g[N′:]

c2

and ζ1 = ζ[:N ′] · c2 + ζ[N ′:] · c−1
2 to achieve the goal of compression.

However, for the goal of against the quantum computing attacks, we have to
show how to transfer the generalized Bulletproofs compression under the discrete
logarithm to the lattice setting in the form of Σ-protocol.

In particular, the prover sets g and ζ to g = [g1 g2] and ζ = [
ζ1
ζ2

], where

g1,g2 and ζ1, ζ2 are m × N ′ matrices, N ′ = N
2 . After that, the prover lets ξ
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and η as ξ = g1 · ζ2 and η = g2 · ζ1, and transmits them to verifier. The verifier
randomly selects the challenge c $← {C} and sends it to the prover. The g′ and ζ′

used in the next round of compression are calculated as g′ = c ·g1 + c−1 · g2 and
ζ′ = c−1 ·ζ1+ c ·ζ2. Then, for all c, we have (c ·g1 + c−1 · g2)(c

−1 ·ζ1+ c ·ζ2) =
t+ c2 · ξ+ c−2 · η, where t = g · ζ. The relationship authenticated by the verifier
is g′ · ζ′ ?

= t+ c2 · ξ + c−2 · η. If the compression is continued, ζ′ and g′ are used
as the input instead of ζ and g to continue the compression until optimization.

4.2 Σ-Protocol for Our Lattice-based Ring Signature

Subsequently, we transform the scheme in [1] into the Σ-protocol to be compati-
ble with the above lattice-based generalized Bulletproofs compression technique.
Note that in the original signing algorithm, the challenge e is generated by the
hash function H. While converting it to the interactive protocol, by the Fiat-
Sharmir technique, the original hash function is assumed by the verifier and the
challenge e is randomly sampled.

Following the above works, we can implement the generalize lattice-based
Bulletproofs compression technique to the ring signature scheme in the form of
Σ-protocol. Our proposed interactive lattice-based ring signature protocol with
one round of compression using Bulletproofs compression is shown in Fig. 2.

In traditional case, using Bulletproofs to compress the signature, its size
decreases linearly with the number of rounds, and we can reduce the size of the
signature to 1 by logN rounds of compression. However, in the setting of the
lattice, after a certain number of rounds of compression, its size may instead go
back up. Therefore, we need to compress the signature to a minimum to achieve
optimal results by multiple rounds, not necessarily logN rounds.

4.3 Our Logarithmic-size Lattice-based Linkable Ring Signature for
Cloud Data Management

Finally, utilizing the protocol depicted in Fig. 2 along with our designed link
label and the Fiat–Shamir heuristic, we propose an efficient logarithmic-size
lattice-based linkable ring signature scheme for cloud data management.

4.3.1 Cloud System Initialization We introduce the cloud system initial-
ization stage first. We take the security parameter λ as the input, and then set
the integers n,m, p, hash functions H,Hl and parameter S, as Algorithm 1.

Algorithm 1 Ring-Setup(1λ)
1: Set n as a power of 2, m = (3 + 2c/3) logn and p as a prime larger than n4

2: Set hash functions H : {0, 1}, Hl : {0, 1}
3: Set S ←R, S ̸= 0
4: return P = (λ, n,m, p, S,H,Hl)
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Fig. 2. Our Logarithmic-size Lattice-based Ring Signature Protocol.
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4.3.2 Cloud Owner/User Registration Each cloud data owner and cloud
data user have to register in the KGC to obtain their public key and secret
key. For user i, the public key pki and the secret key ski satisfy the relation
pki · ski = S. The registration process is shown in Algorithm 2.

4.3.3 Generating Ring Signature for Cloud Data Now, we demonstrate
how the cloud data owner j can generate a ring signature for cloud data µ to
ensure cloud data owner privacy and cloud data unforgeability. Specifically, we
first use the Fiat–Shamir heuristic to transfer the protocol shown in Fig. 2 to
the non-interactive one. Then, we design the link label as L = Hl(S, skj). Our
generalized lattice-based Bulletproofs compression is used to compress the size
of ζ̂. After ro round compression, cloud data owner obtains the ring signature
σ = ( ˆζ(ro), ˆg(ro), ψ, ξ(i)i∈[ro] , η(i)i∈[ro] , L) and uploads the cloud data µ with its
ring signature σ to the cloud server, shown in Algorithm 3.

4.3.4 Verifying Ring Signature for Cloud Data Following this, we show
how the cloud data user can verify the validity of cloud data µ with its ring
signature σ after downloading them from the cloud server. The cloud data user
first have to check the bound of ˆζ(ro) and then check if the equation ˆζ(ro)· ˆg(ro)

?
=

ψ + S · e+ c(i)
2 · ξ(i) + c(i)

−2 · η(i) is hold, shown in Algorithm 4.

4.3.5 Checking Linkability of Ring Signatures for Cloud Data Lastly,
our scheme also supports the cloud data user checking if multiple cloud data
from the same cloud data owner by the link labels, as shown in Algorithm 5.

5 Security Analysis

In this section, the correctness, anonymity, unforgeability and linkability have
be proven. In the security analysis, we showcase the one round compression.

5.1 Correctness

Firstly, we prove that our proposed lattice-based linkable ring signature satisfies
the correctness. In particular, the relation used the Bulletproofs [3] is P = ζ̂ · ĝ,
which is equal to ψ + S · e. The correctness of Bulletproofs can be expressed as
P ′ = P+c(i)

2 ·ξ(i)+c(i)−2 ·η(i), i.e., ˆζ(ro) · ˆg(ro) = ψ+S ·e+c(i)2 ·ξ(i)+c(i)−2 ·η(i).

Algorithm 2 Ring-KeyGen(P)
1: Randomly choose ω̂i ←Rm

s,c

2: if ω̂i is not invertible then
3: go back to setp. 1
4: end if
5: Compute ĝi · ω̂i = S (S is fixed)
6: return (pk, sk) = (ĝi, ω̂i)
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Algorithm 3 Ring-Sign(ω̂j , µ,R, Lpk)

1: Compute L = Hl(S, ωl)
2: for all i ∈ [N ] do
3: if i ̸= j then
4: Randomly choose υ̂i ←Rm

z

5: end if
6: if i = j then
7: Randomly choose υ̂j ←Rm

v

8: end if
9: end for

10: Compute ψ ← ĝi · υ̂i

11: Compute e← H(ψ,Lpk, µ)
12: for all i ∈ [N ] do
13: if i = j then
14: Compute ζ̂j ← ω̂j · e+ υ̂j

15: if ζ̂j /∈ Rm
z then

16: go back to re-sample
17: end if
18: end if
19: if i ̸= j then
20: Compute ζ̂i = υ̂i

21: end if
22: end for
23: Set ĝ(0) = ĝ and ζ̂

(0)
= ζ̂

24: for i from 1 to ro do
25: Parse ĝ(i−1) = [ĝ1

(i−1) ĝ2
(i−1)]

26: Parse ζ̂
(i−1)

= [
ˆζ1
(i−1)

ζ̂2
(i−1)]

27: Compute ξ(i) = ĝ1
(i−1) · ζ̂2

(i−1)

28: Compute η(i) = ĝ2
(i−1) · ζ̂1

(i−1)

29: Compute c(i) ← H(ξ(i), η(i))
30: Compute ˆg(i) = c(i) · ĝ1

(i−1) + c(i)
−1 · ĝ2

(i−1)

31: Compute ˆζ(i) = c(i)
−1 · ζ̂1

(i−1)
+ c(i) · ζ̂2

(i−1)

32: end for
33: return σ = ( ˆζ(ro), ˆg(ro), ψ, ξ(i)i∈[ro] , η(i)i∈[ro] , L)
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Algorithm 4 Ring-Verify(µ,Lpk, σ)

1: Check the bound ˆζ(ro) ∈ Rm
z

2: Compute e← H(ψ,Lpk, µ) and c(i) ← H(ξ(i), η(i))
3: if ˆζ(ro) · ˆg(ro) = ψ + S · e+ c(i)

2 · ξ(i) + c(i)
−2 · η(i) then

4: return ‘accept’
5: end if
6: if ˆζ(ro) · ˆg(ro) ̸= ψ + S · e+ c(i)

2 · ξ(i) + c(i)
−2 · η(i) then

7: return ‘reject’
8: end if

Algorithm 5 Ring-Link(σ1, σ2)

1: Parse σ1 = ( ˆζ(ro)
1,

ˆg(ro)
1, ψ1, ξ

(i)i∈[ro]

1 , η
(i)i∈[ro]

1 , L1)

2: Parse σ2 = ( ˆζ(ro)
2,

ˆg(ro)
2, ψ2, ξ

(i)i∈[ro]

2 , η
(i)i∈[ro]

2 , L2)
3: if L1 = L2 then
4: return ‘link’
5: end if
6: if L1 ̸= L2 then
7: return ‘unlink’
8: end if

Then, we need to prove the correctness of the relation verified by the verifier.
We prove this by taking a one-round compression as an example, i.e.

ˆg(1) · ˆ
ζ(1) = ( ˆg(0)

1 · c(1) + ˆg(0)
2 · c(1)

−1
) · ( ˆ

ζ(0)
1 · c(1)

−1
+

ˆ
ζ(0)

2 · c(1))

= ˆg(0)
1 ·

ˆ
ζ(0)

1 · c(1) · c(1)
−1

+ ˆg(0)
1 ·

ˆ
ζ(0)

2 · c(1) · c(1)

+ ˆg(0)
2 ·

ˆ
ζ(0)

1 · c(1)
−1
· c(1)

−1
+ ˆg(0)

2 ·
ˆ

ζ(0)
2 · c(1)

−1
· c(1)

= ( ˆg(0)
1 ·

ˆ
ζ(0)

1 +
ˆg(0)

2 ·
ˆ

ζ(0)
2) +

ˆg(0)
1 ·

ˆ
ζ(0)

2 · c(1)
2
+ ˆg(0)

2 ·
ˆ

ζ(0)
1 · c(1)

−2

= ψ + S · e+ ξ(1) · c(1)
2
+ η(1) · c(1)

−2

For linking correctness, the cloud data owner j signs two cloud data µ1 and
µ2 using the same secret key skj to generate two signatures σ1 and σ2 containing
the link labels L1 = Hl(S, skj) and L2 = Hl(S, skj), respectively. Since L1, L2

are generated with the same parameter S, if the user signs the cloud data µ1,
µ2 with the same secret key skj , then it must be the case that L1 = L2.

5.2 Anonymity

Theorem 1 If our proposed scheme satisfies HVZK, i.e., there exists an effi-
cient simulator S which generates a tuple (

ˆ
ζ(1), ˆg(1), ψ, ξ(1), eta(1)) that is in-
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distinguishable from the transcript generated by the real protocol run between the
prover and the verifier, then we say our scheme satisfies anonymity.

Proof. In HVZK, we require the verifier is honest. Then, we construct the simu-
lator S that outputs the same distribution by running the protocol “in reverse”
and imitating a forgery signature without the secret key, as in Algorithm 6.

Algorithm 6 Simulator S

1: Randomly choose ˆ
ζ
(0)
1 ,

ˆ
ζ
(0)
2 and parameter c(1)

2: Set ˆζ(0) = [
ˆ

ζ
(0)
1
ˆ

ζ
(0)
2

], ˆg(0) = [
ˆ

g
(0)
1

ˆ
g
(0)
2 ]

3: Calculate ˆζ(1) =
ˆ

ζ
(0)
1 · c(1)

−1
+

ˆ
ζ
(0)
2 · c(1), ˆg(1) = c(1) · ĝ1

(0) + c(1)
−1 · ĝ2

(0)

4: Calculate the ξ(1) = ˆ
g
(0)
1 ·

ˆ
ζ
(0)
2 , η(1) = ˆ

g
(0)
2 ·

ˆ
ζ
(0)
1

5: Randomly choose e← C∗ and S
6: Calculate the ψ ← ˆg(1) · ˆζ(1) − S · e− ξ(1) · c(1)2 − η(1) · c(1)−2

7: return the tuple ( ˆζ(1), ˆg(1), ψ, ξ(1), η(1))

5.3 Unforgeability

Theorem 2 In the random oracle model, if the our scheme satisfies the sound-
ness, then we say our scheme satisfies unforgeability.

We assume that there exists a PPT adversary A who tries to break the
unforgeability of our scheme and a challenger C is able to respond to queries of
A. We introduce four queries which can be used to prove the unforgeability.

– Registration Query: A queries the public key pki of user i, C calls the
Ring-KeyGen algorithm and returns the corresponding public key to the A,
which can be performed at most N times.

– Corruption Query: A randomly choose one public key pki and queries the
corresponding secret key ski. C returns the secret key ski if i ̸= j. Otherwise,
the query is aborted.

– Signing Query: A queries the signature which was signed by the signer i.
If i ̸= j, C calls the Ring-Sign algorithm to obtain the ring signature. If i = j,
the secret key is missing, but this query cannot be aborted. In this situation,
C needs to run the simulator S to get the signature.

– Random Oracle Query: We model the hash function H to the random or-
acle. If the input has been queried before, the corresponding value is output.
If the input has never been queried, the output is calculated and recorded.

We use the simulator S and the extractor E to prove soundness, i.e. un-
forgeability. The function of extractor E is to extract the knowledge, i.e., the
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secret key, which is shown in Algorithm 7. In addition, a ring signature can be
generated without a secret key by the simulator S shown in Algorithm 6.

Algorithm 7 Extractor E
1: Prover randomly choose υ̂ and send to the extractor
2: Extractor randomly choose the challenge e′, send to prover
3: Prover compute the response ζ̂′, send to the extractor
4: Extracotr rewind from step. 2
5: Extractor randomly choose the challenge e′′ different with e′, send to prover
6: Prover compute the response again to have ζ̂′′, send to the extractor
7: return the secret key rewind by (e′, e′′, ζ̂′, ζ̂′′)

The secret key is required to be short and the challenge is irretrievable, we use
the relax proof technique to norm check and relax the verification relationship.

Theorem 3 If our proposed scheme satisfies the unforgeability, then we say our
scheme satisfies linkability.

Proof. We assume that there exists a PPT adversary A who tries to break the
linkability of our scheme and a challenger C is able to respond to queries of A.
The queries are same as the unforgeability game. As a result, A outputs two
tuples (

ˆ
ζ(1)

1,
ˆg(1)

1, ψ1, ξ
(1)
1 , η

(1)
1 , L1), (

ˆ
ζ(1)

2,
ˆg(1)

2, ψ2, ξ
(1)
2 , η

(1)
2 , L2).

We assume that A generates two ring signatures σ1, σ2 with non-negligible
probability while only owns one secret key. Besides, both σ1, σ2 can pass the ver-
ification. Since our scheme satisfies the unforgeability, σ1, σ2 can pass Ring-Verify
algorithm only if the A honestly generates two signatures.

WhenA generates the two signatures, we have two link labels L1 = Hl(S, sk1),
L2 = Hl(S, sk2), respectively. Since A only has one secret key, then sk1 = sk2.
Moreover, since the public parameter S is the same, we get L1 = L2. It shows
that the two tuples of A verified by the Ring-Link algorithm will return ‘link’,
which contradicts the assumption of the linkability game. Hence, the advantage
of A is negligible and our scheme is linkable.

6 Performance Evaluation

In this section, we perform a comparative performance evaluation of our pro-
posed O(logN) lattice-based linkable ring signature with existing lattice-based
ring signature schemes [1, 4, 8].

Firstly, we present the theoretical analysis of the public key size, secret key
size, and signature size comparison between our scheme and existing schemes
[1, 4, 8], as shown in Table 1. Specifically, the sizes of our scheme’s public key
and secret key are similar to schemes [1, 4, 8], while the signature size of our
scheme is superior to the other three schemes [1, 4, 8].
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Table 1. Comparison of the Public Key, Secret Key, and Signature Sizes.

Schemes Public Key Secret Key Signature

Scheme [8] nm log p 2nm log p
2Nnm log(mn1.5 logn−

√
n logn)

+2Nn+ (m+ 1)n log p
Scheme [1] nm log p 2nm log p 2Nnm log(mn1.5 logn−

√
n logn) + 2n

Scheme [4] nm log p 2nm log p 2Nnm log(mn1.5 logn−
√
n logn) + 2n

Ours nm log p 2nm log p
2nm log(mn1.5 logn−

√
n logn)

+2n+ nm log p+ 4n logN

Then, we show the comparison of the complexity of signature size and security
requirement between ours and existing schemes [1,4, 8], as Table 2. All schemes
satisfy anonymity and unforgeability, while scheme [4] and ours satisfy linkability.
More importantly, among schemes [1, 4, 8] and ours, only ours has O(logN)
signature size, showing the advantage of ours in both signature size and security.

Table 2. Comparison of Signature Size and Security.

Schemes Signature Size Security

Anonymity Unforgeability Linkability

Scheme [8] O(N) ✓ ✓ ×
Scheme [1] O(N) ✓ ✓ ×
Scheme [4] O(N) ✓ ✓ ✓

Ours O(logN) ✓ ✓ ✓

Finally, we set the parameters n = 64, m = 30, log(mn1.5 log n−
√
n log n) ≈

16 and log p ≈ 5 to measure the performance of signature size and signature
generation and verification time costs between our scheme and other existing
schemes [1, 4, 8], shown in Fig. 3. It can be observed that the time cost for
signature generation of our scheme is the highest among schemes [1, 4, 8], while
the time cost for signature verification is generally lower than the other schemes
[1,4,8]. Our scheme has the smallest signature size among all these schemes [1,4,8]
and provides linkability. Therefore, the higher time cost for signature generation
is an acceptable trade-off considering the signature size and security.

7 Conclusions

In this paper, we construct a logarithmic-size lattice-based linkable ring signature
for cloud data management. To achieve this, we first generalize the Bulletproofs
compression for the Σ-protocol and setting that under the lattices, to propose
our generalized lattice-based Bulletproofs compression. Then, we implement our
generalized lattice-based Bulletproofs compression to the existing lattice-based



Logarithmic-size Lattice-based Linkable Ring Signature

2 4 8 16 32 64
Ring	Size

0
0.2
0.4
0.6
0.8

1
1.2
1.4
1.6
1.8

2

Ti
m

e	
C
os

t	o
f	S

ig
ni

ng
	(m

s)

#104

Gao et al.
Aguilar Melchor et al.
Cao et al.
Our Scheme

(a) Signature Generation.

2 4 8 16 32 64
Ring	Size

0
0.3
0.6
0.9
1.2
1.5
1.8
2.1
2.4
2.7

3

Ti
m

e	
C

os
t	o

f	V
er

ifi
ca

tio
n	

(m
s)

#104

Gao et al.
Aguilar Melchor et al.
Cao et al.
Our Scheme

(b) Signature Verification.

2 4 8 16 32 64
Ring	Size

0

100

200

300

400

500

600

Si
gn

at
ur

e	
Si

ze
	(K

B
)

Gao et al.
Aguilar Melchor et al.
Cao et al.
Our Scheme

(c) Signature Size.

Fig. 3. Comparison of Time Cost and Signature Size.

ring signature to propose our lattice-based ring signature protocol for one round
compression. After that, utilizing the above protocol along with our designed
link label and the Fiat–Shamir heuristic, we propose an efficient logarithmic-size
lattice-based linkable ring signature. Our O(logN) lattice-based linkable ring
signature is suitable for cloud data management, ensuring the cloud data owner’s
privacy and cloud data unforgeability and enabling checking of whether multiple
cloud data are from the same user. Through the security analysis, our scheme
satisfied correctness, anonymity, unforgeability and linkability. The performance
evaluation demonstrates that our scheme outperforms existing schemes.
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