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Abstract. Data encryption has been widely studied in cloud data man-
agement to protect data security. Most encryption schemes only works
with fully trusted cloud services and have issues with key-escrow prob-
lems, which result in high storage overhead for key certificates and the
security is relatively low. To address these concerns, certificateless en-
cryption was formalized. However, in practical cloud applications, secret
key exposure threat delegates a severe and realistic concern, potentially
leading to privacy disclosure. In addition, most schemes are susceptible
to resist quantum computing attacks. As such, research focusing on de-
signing a forward secure certificateless encryption scheme while enjoying
quantum-safety is far-reaching. In this paper, we propose FSCE, the first
lattice-based forward secure certificateless encryption scheme, which can
reduce the damage from key exposure in a quantum setting. We em-
ploy the lattice basis sampling algorithms to construct the certificateless
encryption. Moreover, unlike former schemes, FSCE utilizes lattice ba-
sis extension algorithm together with binary tree structure to achieve
one-way secret key evolution, allowing users to update their secret keys
periodically. Furthermore, our scheme is proven to be secure in IND-CPA
under two types of adversaries. Comprehensive experimental evaluations
indicate that FSCE is effective and practical for cloud data management.

Keywords: Cloud data management - Certificateless encryption - For-
ward security - Data security and privacy - Lattice.

1 Introduction

Cloud computing has emerged as an attractive paradigm for big data appli-
cations, offering numerous well-known benefits such as flexible and convenient
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storage, cost-effective performance, and rapid application deployment [2,/12}|19]
22.133|. Meanwhile, concerns regard to cloud data security and privacy continue
to obstruct its adoption in real-world applications [20}/24,29]. To protect cloud
data management security, data encryption appears to be a straightforward so-
lution [104/13}/14}21|. Unfortunately, managing and storing public key certificates
is cumbersome and significantly increases the communication overhead [18}[30].
Although leveraging identity-based encryption (IBE) can reduce the communi-
cation overhead of public keys, it brings up the key-escrow problem, threatening
system security |25]. As such, it is crucial to safeguard cloud data security while
minimizing communication costs.

Al-Riyami and Paterson formalized the concept of certificateless public key
encryption |1, addressing the challenge of managing public key certificates with-
out relying on a trusted third party and avoiding key escrow issues. Unlike tra-
ditional public key encryption, this approach introduces a semi-honest server
with a master secret key, which is solely responsible for generating partial secret
keys for users |31]. However, with the advancement of quantum computers |[§],
classical cryptographic primitives based on discrete logarithm (DL) have become
vulnerable to quantum computing attacks, thereby compromising the security of
cloud data [3,27]. To bridge the gap, Jiang et al. developed the first post-quantum
certificateless encryption primitive |16]. Since then, numerous certificateless en-
cryption schemes have been proposed [5}/17,28].

In the aforementioned schemes, their secret keys are constant, so that if the
user’s secret key is leaked due to insufficient storage or malicious behavior of
an adversary, the security of the cloud data may be endangered [7,[15]. The
exposure of the secret key poses serious security threat undoubtedly, and it is
easy to happen in the cloud server. To address this concern, several scholars
introduced the notation of forward security into cryptographic primitives, where
the secret key is updated periodically [6]. In this way, even if a secret key is
compromised in one period, its security of other periods remains intact [26]. To
the best of our knowledge, none of the existing certificateless encryption schemes
can resist the secret key leakage problem in a quantum setting.

In this work, we propose FSCE, a lattice-based forward secure certificateless
encryption scheme for cloud data management. Our solution eliminates the need
to rely on fully trusted third parties for key generation and management, while
we perfectly mitigate the risk of secret key leakage to enhance data security. The
primary difference between traditional encryption and certificateless encryption
lies in the method of key generation. In certificateless encryption, the user’s key
comprises two components: a partial secret key generated by an authority and
a key generated by the user. Specifically, we employ the lattice basis sampling
algorithms to generate both the master secret key and the partial secret key,
which serves as a cornerstone towards to our design. Different from previous
schemes [32,|34], our approach integrates the lattice basis extension algorithm
with a binary tree structure to implement a one-way secret key update mecha-
nism. Additionally, we incorporate the minimal cover set technique to facilitate
periodic secret key updates. In essence, our scheme ensures that even if the cur-
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rent secret key has been compromised, an adversary remains unable to decrypt
the ciphertext. Our contributions can be summarized as follows:

— We propose FSCE;, the first lattice-based forward-secure certificateless en-
cryption framework for cloud data management. Our solution eliminates the
reliance on trusted third parties for user key generation and resists to the
secret key leakage attacks in the context of quantum security.

— We formalize and prove the IND-CPA security (with two types of adver-
saries) of FSCE by reducing to the Learning with Errors (LWE) hardness.
Our design resists both external and internal attacks, ensuring a high level
of security for cloud computing applications.

— Through comprehensive performance evaluation results, our FSCE scheme
outperforms existing lattice-based schemes in communication overhead. Our
scheme excels in encryption cost compared to others. The decryption cost
of our scheme is better than most prior arts and slightly higher than Li et
al. |17], which is deemed acceptable due to our superior security features.

2 Building Blocks

We now introduce some fundamental knowledge. We adopt lowercase bold letters
to represent vectors (e.g. e) and uppercase bold letters to represent matrices
(e.g. E). We adopt [A|B] to denote the concatenation of matrices A with B,
and ‘<’ to denote sampling values. Given a matrix M = (mj,my, - ,m,,)
composing m linearly independent vectors, we define a lattice A as: A = A(M) =
{z1-my + 29 -mg+ -+, -my,l|x; €Z,i € [m]}, where M is a basis of A.

Lemma 1 [11)] Given three positive integers n, m, and q. A probabilistic polyno-
mial time (PPT) algorithm TrapGen(n,m, q) calculates a matriz A € Zy*™ and

its basis Ta € Zg"*™ for A;- (A), where A is statistically close to uniform distri-

bution on Z" ™ and | Ta|| < mw(v/Togm). A PPT algorithm SamplePre(A, T4,

u,0) calculates a vector e € Ly, statistically close to DAZ;(A)’(,, st. A-e =

u mod ¢, where o < HﬁH - w(y/logm).

Lemma 2 [/ Given two matrices Ay € Zy*™, Ay € Zy*™2 | and a basis
S1 € Z*™ of Ar(Ay), the ExtBasis(A,Sy) algorithm calculates a matriz
S of A7 (A) C ZM*™ as its basis, where m = my +ma, A = A4||Ay, and
ISt = [S]I-

3 Problem Formulation

3.1 System Architecture

The system architecture of our scheme is depicted in Fig. [I which consists of
four entities: cloud data owner, cloud data user, cloud server, and authority. The
specific workflow of each entity is as follows.
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Fig. 1. System Architecture of FSCE.

— Cloud data owner: Each data owner has a collection of cloud data records

p and generates its public-secret keys (pk;, sk;) through its identity ID;.
It encrypts the cloud data through public key pk;, and then uploads the
ciphertext CT to the cloud server for storage. It is considered as fully trusted.
Cloud data user: Each data user generates its own public-secret keys
(pki, sk;) according to its identity ID;. It could update its secret key sk; 1
from the time period T to the next period T'+ 1 as sk; r41. Finally, a data
user downloads the ciphertext CT from the cloud server, and decrypts it by
the secret key to get the cloud data p. It can be assumed as malicious.
Cloud server: The server stores the the encrypted cloud data CT from the
data owner. Upon receiving access requests from data user, it returns the
ciphertext. It is considered as honest-but-curious.

Authority: The authority serves as a system manager. It calculates the
public parameter pp and master secret key MSK. Note that the master secret
key is kept confidential. Furthermore, it generates the partial secret keys psk;
based on the identity ID; and then transmits psk; to the data owner/data
user confidentially. It can be assumed as honest-but-curious.

3.2 Formal Definition

Our proposed scheme incorporates six algorithms: Setup, PskExtract, KeyGen,
SkUpdate, DataEnc, CiphDec. The syntax of these algorithms are as follows.

— Setup(A, d): Given a security parameter A and a depth d of a binary tree,

this algorithm returns a public parameter pp and a master secret key MSK.

— PskExtract(pp, MSK, ID;): Given a public parameter pp, a master secret key

MSK, and a user identity ID;, this algorithm returns a partial secret key psk;.

— KeyGen(pp, ID;, psk;): Given a public parameter pp, a user identity 1D;, and

a partial secret key psk;, this algorithm returns a public key pk;, and a secret
key sk; for ID;.
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— SkUpdate(pp, ID;, d, sk; 7): Given a public parameter pp, a user identity ID;,
a depth d of a binary tree, and a secret key sk; 7 on the time period T, this
algorithm returns a updated secret key sk; 741 on the timer period T'+ 1.

— DataEnc(pp, w, ID;, pk;): Given a public parameter pp, cloud data p, a user
identity ID;, and a public key pk;, this algorithm returns a ciphertext CT.

— CiphDec(pp, ID;, CT, sk; r): Given a public parameter pp, a user identity ID;,
a ciphertext CT, and a secret key sk; r on the time period T', this algorithm
returns the cloud data pu.

4 The Design of FSCE

4.1 Cloud System Initialization

The cloud system initialization stage of our scheme is conducted by the authority,
which takes a security parameter A\ and binary tree depth d as input and then
sets several parameters o = mw(y/logn), m = [6nlogq], a < m.
Then it generates the public parameter pp and delivers it to other entities. It
also calculates the master secret key MSK and keeps it in secret. The detailed

algorithm (Setup) are elaborated in Algorithm

Algorithm 1: Cloud System Initialization Algorithm

Input: Security parameter A\, and depth d of a binary tree.
Output: Public parameter pp, and master secret key MSK.
1 Invoke the TrapGen(n,m,q) algorithm to calculate a matrix Ao € Zg*™
together with its basis Ta, € Zy**™;
2 Define a hash function: % : {0,1}" — Z3*™;
3 Uniformly random select several matrices:

M M, Mg Mg M M) ez
4 Set the public parameter
pp = (A07 H7 Mg())? M:(ll)v M;O)y M;1>7 e 7M(<10)7 ME[U € ngm)a

5 Set the master secret key MSK = Ta,;
6 Return pp and MSK.

4.2 User Registration

There are two steps in the user registration phase, including user partial secret
key extraction (PskExtract) and user key generation (KeyGen). As illustrated
in Algorithm [2| the authority invokes the SamplePre algorithm to compute the
partial secret key psk; for both data owner and data user. In certificateless
cryptographic primitives, both data owner and data user calculates the public
key pk; and secret key sk; by itself. It leverages the TrapGen algorithm to obtain
a matrix M; and its basis Ty, . Finally, the public key pk; is a combination of
M, and a hash value p;, while the secret key sk; is a combination of Ty, and
partial secret key psk;, as described in Algorithm
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Algorithm 2: User Partial Secret Key Extraction Algorithm

Input: Public parameter pp, master secret key MSK, and user identity ID;.
Output: Partial secret key psk; of ID;.
1 Invoke the SamplePre(Aq, Ta,, H(ID;), o) algorithm to calculate a sample E;,
Where AO . Ez = H(lDl),
2 Set the partial secret key psk; = E; € ZZ”X’" for the user with identity ID;;
3 Return psk;.

Algorithm 3: User Key Generation Algorithm

Input: Public parameter pp, user identity ID;, and partial secret key psk;.
Output: Public key pk;, and secret key sk; of ID;.
1 Invoke the TrapGen(n,m,q) algorithm to calculate a matrix M; € Zg*™
together with its basis Tm, € Zy**™;
Set a parameter p; = H(M,||ID;);
Calculate a public key pk; = (M5, p;) for the user with identity ID;;
Calculate sk; = (Twm,, pski) for the user with identity ID; as its secret key;
Return pk; and sk;.

[SLE NIV V)

4.3 User Secret Key Update

In our design, the secret keys of cloud data users can be updated periodically, to
address the secret key leakage problems and thereby achieve forward security. A
data user ID; takes a public parameter pp and its secret key sk; 7 on the current
time period T into the SkUpdate algorithm. Then, it performs the following
procedures as specified in Algorithm [4] to update the secret key to the next time
period T'+ 1. As depicted in Fig. 2] it describes the time period expression of a
binary tree with d = 3. We show the examples of £(T") when the depth is three
as: £(0) is the root node, £(1) = {001,01,1}, £(2) = {01,1}, £(3) = {011, 1},
L(4) = {1}, £(5) = {101,11}, L£(6) = {11}, and L(7) = {111}.

Fig. 2. Binary Tree with Depth d = 3 Time Period Expression.
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4.4 Cloud Data Encryption

We now illustrate the cloud data encryption procedure (DataEnc) of our scheme,
which is conducted by the cloud data owner. The concrete steps are described in
Algorithm [5| After a cloud data owner ID; inputs the public parameter pp, the
cloud data p together with its public key pk;, it initially checks the validity of
the public key and then randomly selects several matrices to encrypt the cloud
data. The ciphertext CT includes two elements: CT; and CTs.

Algorithm 4: User Secret Key Update Algorithm

Input: Public parameter pp, cloud data user identity ID;, depth d of a binary
tree, and secret key sk; r on the time period 7.
Output: Updated secret key sk; 741 on the time period T+ 1.
1 The time period T is represented in binary as T' = (T1T2 ---Tj), where
T; € {0,1} and 7 € {1,2,--- ,d};
2 Let ) = (19 - -1b;) € L(T), where 9; € {0,1};
/* L(T) includes the ancestor of all leaves in {T,---,2¢—1}, while
excluding any ancestor of leaves in {0,1,---,7 —1} */
3 Define a matrix M, ;) = [Ag|MY!|MY2]- - - \M;pj] € 7y D™ ag the
corresponding matrix of ¥\);
4 Define T ;) be a basis of node My, ;) in the binary tree;
5 Update the secret key element sk; v on the time period T" to ski r+1 on the
next period T+ 1 based on the following two methods:
/* Through any ancestor’s basis or use the initial (root node)
secret key Ta, */
6 if use any ancestor’s basis Ty (h < j) then
7 Invoke the ExtBasis(My (), Ty n)) algorithm to calculate a new basis
Ty ), where U = (Pugho - oy -+ - 95);
8 else
‘ Invoke the ExtBasis(My ), Ta,) algorithm to calculate a new basis Ty ;
10 end
11 Determine the minimal cover set £(T + 1) by computing all basis of nodes in
L(T 4+ 1)\L(T) and deleting basis of nodes in L(T)\L(T + 1);
12 Set the update secret key sk; 711 = (Ty ), pski) on the time period T'+ 1 for
the user with identity ID;;
13 Return sk; r41.

4.5 Ciphertext Decryption

The last procedure of our design is the ciphertext decryption phase (CiphDec),
as mentioned in the Algorithm [6] concretely. This algorithm is executed by the
cloud data user, with public key pp, ciphertext CT, and secret key sk; r on the
timer period T as input. It computes a matrix for decryption and check if the
equation 2Ty, - P + Ty, - ull_ < 4 holds. Eventually, if the condition is met,
then it returns the cloud data p; Otherwise, it returns L.



S. Xu et al.

Algorithm 5: Cloud Data Encryption Algorithm
Input: Public parameter pp, cloud data u, cloud data owner identity ID;, and
public key pk;.
Output: Ciphertext CT.
/* Verify the validity of a public key pk; */

?

1 if the equation p; = H(M;||ID;) holds then

2 Uniformly random select a matrix Q & Zy™my

3 Uniformly random select two matrices E1, Eo over the distribution x”*™;

4 Calculates two elements of the ciphertext CT; = AJ - Q + 2E; € yxm
and CT2 = H(ID;) " - Q4+ p + M/ - Q + 2E2 € Z"™, where p € ZI'™™
is the cloud data;

5 Let the ciphertext CT = (CT1,CT2);

6 else

7 ‘ Return 1;

8 end

9 Return CT.

4.6 Correctness Analysis

We hereby analyze the correctness of our design. With regard to the ciphertext
CT, a user with identity ID; uses its secret key sk; to compute the following
equations:

Ty, - C =Ty, (CTo —E/ - CTy)
— Ti (H(D,) - Q+p+M] - Q+2E, —2A] - Q — 2E,)
=Ty, (2(E2 —E/ -E1) + M/ - Q + p)
=Ty, (2P + M - Q+ p)

=2Ty, - P+Ty M - Q+Tyy, ¢

=2Tyy, - P+ Ty, - p

If 275, - P+ T, “pl| < 4, then we have (T;\r/[i)_l(TR—/[i -C)mod 2 = p.

5 Security Analysis

It is essential to demonstrate the security when designing a certificateless en-
cryption scheme for the cloud data management [91/23]. We consider two types of
adversaries A in our design, including Type-I (Ar), and Type-1I (A;r). Specif-
ically, Ay is an external attacker without knowing any information about the
master secret key MSK, and it has the ability to replace any user’s public key
to the value in the public key list pk; € PK. Aj; is assumed to be a curious
authority knowing the master secret key MSK, and it also has the ability to
replace any user’s public key to the value in the public key list pk; € PK except
for the target user. Both of the adversaries are interacted with a challenger C to
simulate the security experiment.
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Algorithm 6: Ciphertext Decryption Algorithm

Input: Public parameter pp, cloud data user identity ID;, ciphertext CT, and
secret key sk; T on the time period T'.
Output: Cloud data pu.

1 Calculate a matrix C = CT, — E;] - CTy;

2 Calculate p = (TM?)_1 . (TMI - C) mod 2;

3 Define a matrix P = E; — E/ - Eq;

4 if the equation ||2T&i P+ T&i “pll, > 2 holds then
5 ‘ Return L;

6 else

7 ‘ Return the cloud data p.

8 end

5.1 Security Model

We formally define the IND-CPA security model of our scheme as follows.

— Initialization. To begin with, a challenger C executes the Setup algorithm
with X\ and d as input. C then transmits pp to an adversary A; and Ajy,
while it also sends MSK to A;;.

— Query Phase 1. The adversary performs a polynomially bounded number
of queries, and C returns the answer as follows.

o Public key oracle O,: C maintains a public key list P/, which is empty
initially. A enquires the public key with the identity ID; as input, C
answers as follows. C searches the pk; in the list PKC. If it doesn’t exist in
the list, C invokes the PskExtract(pp, MSK, ID;) and KeyGen(pp, ID;, psk;)
algorithms to calculate pk;, and returns it to A while adds it in the list;
Otherwise, it returns pk; € PK to A.

o Public key replace oracle Opi,: After A sends a new public key pk; for
the user with identity ID; to C, C then updates pk; to pk. in the list PK.

o Partial secret key oracle O,,: C maintains a partial secret key list PSK,
which is empty initially. A; enquires the partial secret key with the
identity ID; as input, C answers as follows. C searches the psk; in the list
PSK. If it doesn’t exist in the list, C invokes the PskExtract(pp, MSK, ID;)
algorithm to calculate psk;, and returns it to A; while adds it in the list;
Otherwise, it returns psk; € PSK to A;. Note that this query is not
compatible with A;; as it can generate the partial secret key through
MSK directly.

e Secret key oracle Og: C maintains a secret key list SKC, which is empty
initially. A enquires the secret key with the identity ID; as input, C
answers as follows. C searches the sk; in the list SKC. If it doesn’t exist in
the list, C invokes the PskExtract(pp, MSK, ID;) and KeyGen(pp, ID;, psk;)
algorithms to calculate sk;, and returns it to A while adds it in the list;
Otherwise, it returns sk; € SK to A.
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o Secret key update oracle Ogp,: After A sends a secret key sk; v on the
timer period 7' of the user with identity ID; to C, C updates sk; 7 to
the next period sk; 741 unless the current period is the final period, and
returns it to A.

— Challenge. A sends two challenge cloud data p, and g together with the
challenge user’s identity ID} to C. Then, C performs these procedures.

e Type-I As: If the public key associated with ID} has been replaced with
an invalid public key, or if it has been replaced with a valid public key and
its corresponding partial secret key psk; has been queried, C will abort
the game. Otherwise, C randomly selects a bit b € {0,1} and executes
DataEnc(pp, ., ID}, pk}) algorithm to calculate CT™, and then returns it
to .A].

e Type-II Ajy: If the public key associated with ID} has been replaced, or
the secret key sk; has been queried, C will abort the game. Otherwise,
C randomly selects a bit b € {0, 1} and executes DataEnc(pp, u, 1D}, pk})
algorithm to calculate CT*, and then returns it to A;;.

— Query Phase 2. A continues to perform the queries as in Query Phase 1
with the following limitations: A; is forbidden to query O, oracle and A;;
is forbidden to query Ogj oracle with inputting ID}.

— Guess. Ultimately, A outputs a guess bit b’ = {0,1} and it wins the game
if ¥ = b. The advantage for A to attack the scheme can be defined as:
AdvP-CPA (N) = 2| Pr[b =] — 1|.

Definition 1 (IND-CPA security) Our lattice-based FSCE scheme is IND-
CPA secure, if for any PPT adversary A; or Ajj, the advantage Advﬂ\ID'CPA

(M) is negligible.

5.2 Security Proof

Theorem 1 Our lattice-based FSCE scheme is IND-CPA secure assuming the
LWE hardness holds. For a polynomial Type-1 adversary Ay, if A; has the ability
to win the game by performing limited public key and partial secret key queries,
then there exists an algorithm B which can solve the LWE assumption.

Proof. Initialization. B calculates MSK and pp, and sends pp to A;.
Query Phase 1. A; performs a polynomially bounded number of queries,
and B responds the answer while records the data in the corresponding lists.

— Public key oracle Op; : Ar inputs ID;, and B returns pk; if it exists in
PIKC; Otherwise, B transmits ID; to C. If ID, = IDy, C answers a tuple
(ID;,H(ID}), L) to B; Otherwise, C answers a tuple (ID;, H(ID;), E;) to B.
Then, B invokes TrapGen(n,m,q) to calculate (M;, T, ), and records the
tuple (lDi, H(lDl), L, Mi7 TMl) or (lDi, /)L[(lDl)7 Ei7 Mi, TML) in the list PIC.
Eventually, it returns (ID;, H(ID;), M;) to A;.

— Public key replace oracle O, : Upon received a new public key M/ of the
user ID; from Ay, Breplaces (ID;, H(ID;), E;, M;, Ty, ) to (ID;, H(ID;), E;, M,
1) in the list PK.
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— Partial secret key oracle O, @ After A; inputting ID;, B searches the list
PK and returns E; if ID; # ID}; Otherwise, B returns L.

— Secret key oracle O : Aj sends ID; to B. If its public key has been replaced,
B returns L; Otherwise, BB returns T, .

— Secret key update oracle Ogy,, : Upon received the sk; r update query from
Ar, B updates sk; 1 to sk; 741 at the next period unless it is the last period.

Challenge. A; sends two challenge cloud data g, and p; and the challenge
identity ID; to B. Then, B carries out steps as follows when ID; = IDj. If the
public key M* of ID} has been replaced with a valid public key M*': B sends
and py to C and computes (Vi, Vo + M* - §*), where V5 and V5 are ciphertexts

and S* & Zy*™. Otherwise: B returns L.

Query Phase 2. This phase is the same as Query Phase 1.

Guess. A; outputs a guess bit b to B and C. If A; uses an invalid pk; to
query Oy, then it will fail the game. In this way, we can assume that .4; replace
it to a valid public key. The requirements to break this game are: When accessing
the Oy oracle, it has ID; # ID] and ID; = ID;. As the IBE scheme has been
proven secure in IND-CPA security under the LWE hardness, the advantage of
Aj to break the FSCE scheme is negligible.

Theorem 2 Our lattice-based FSCE scheme is IND-CPA secure assuming the
LWE hardness holds. For a polynomial Type-I1 adversary Ajy, if Arr can win
the game by performing limited public key, public key replace, and secret key
queries, then there exists an algorithm B which can solve the LWE assumption.

Proof. Initialization. C sends M* & Zy*™ to B. B then invokes TrapGen(n, m, q)
to calculate (Ao, Ta,) and sends them to Aj;.

Query Phase 1. A;; performs a polynomially bounded number of queries,
and B responds the answer while records the data in the corresponding lists.

— Public key oracle O,y : Ajy inputs ID;, and B returns (M;, Ty, ) if it exists
in PK. If it does not exist in PK, C sends (M;, Ty, ) to B if ID; # 1Dy
Otherwise, B sets M; = M* and Ty, =L. Eventually, B records (M;, Ty, )
in the list PKC.

— Public key replace oracle Oy, : Same as Theorem

— Secret key oracle Oy, : Aj sends ID; to B. If ¢ # ¢, B searches in the list S
and returns Ty, ; Otherwise, B returns L.

— Secret key update oracle Oy, : Same as Theorem m

Challenge. A;; sends two challenge cloud data g, and g, and the challenge
identity ID} to B. Then, B carries out steps as follows if ID] = ID}. B searches
the list to obtain (ID,M*, 1), and executes the Algorithm [2[ with inputting
(pp, MSK, ID}) to calculate E*. After that, 5 sends g, and p, to C, and computes
(AJ -S+ 2By, H(IDy) " -S+2E,+ V), where V is a ciphertext, S & Zy*™, and

El’EQ (i X7rz><m.
Query Phase 2. This phase is the same as Query Phase 1.
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Guess. Aj; outputs a guess bit & to B and C. The requirements to break
this game are: When accessing Opy, and Ogy, it has ID; # ID] and ID; = IDj.
As the IBE scheme has been proven secure in IND-CPA security under the LWE
hardness, the advantage of A to break the FSCE scheme is negligible.

6 Performance Evaluation and Comparison

In this sector, we conduct a comprehensive performance evaluation of our de-
sign and then give a thorough comparison with other state-of-the-art schemes
[5], [17], [26]. We perform a comparative analysis of our scheme with others
in both computational overhead and communication overhead. All experiments
were conducted in a system environment with a processor of Apple M2 and mem-
ory of 16.0 GB. In general, we evaluate the overhead in three types parameter
setting environments, i.e. n = 64, n = 128, n = 256. For example, when n = 128,
we set security parameters ¢ = 2'', m = 6nlogq = 8448, N = 2nlogq = 2816,
M = (n+1)logqg + 2n = 1675, p = 10, k = 10, the length of a keyword ¢ = 10,
and the depth of a binary tree d = 3.

In the computational cost analysis, we compare the time required for the
encryption and decryption processes. Firstly, we provide a theoretical comparison
of the computational overhead of our scheme and previous studies [5], [17], |26],
as illustrated in Table [II We denote T),,; as the multiplication operation, T},
as the hash function operation, T,; as the SampleLeft algorithm, T, as the
SamplePre algorithm. We observe that the encryption and decryption time costs
of Xu et al.’s work [26] are significantly higher compared to others due to its
searchable function. Therefore, we will exclude it from further comparison.

Table 1. Theoretical Comparison of Computation Overheads.

Schemes ‘ Encryption ‘ Decryption
Chen et al. |5] (M + N)nTpu + (M 4+ n)nTmu (N +n)nTmw
Li et al. [17] 3nT 3mT
(p+1)Th + (k(m+n+1) 2T, + (k(m+n+1)
Xu et al. [26] p(L32mE 4 (4 4+ B)nm 0 Toat + Tt + Topt
+2n+ £+ 1) Thw (d+3)pmTn
Ours 3nTrmul 3m T

Then, we analyze and compare the ciphertext size and security requirements
of our scheme with existing schemes [5], [17], |26]. As illustrated in Table
our scheme’s ciphertext size is significantly smaller than Xu et al.’s work [26],
slightly smaller than Chen et al.’s work [5], and equal to Li et al.’s work |17].
In terms of security analysis, our scheme additionally provides forward security,
which makes it superior to the scheme proposed by Li et al. [17]. Although Xu et
al.’s work [26] also provides forward security, it does not applicable the property
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of IND-CPA. Similar to the comparison of computational cost, we will exclude
Xu et al.’s work [26] from further comparison.

Table 2. Theoretical Comparison of Ciphertext Size and Security.

Schemes ‘ Ciphertext Size ‘ Security
Qufmtum IND-CPA Forward
Resistance Secure
Chen et al. |5] 2(n'® +n?) v v X
Li et al. [17] 2n'5 v v x
Xu et al. [26] plg+ (d+3)mg+1) v o v
Ours 2n!s v v v

Furthermore, we conducted a comparative experimental analysis of encryp-
tion time cost, decryption time cost, and ciphertext size across three different
parameter settings. The time cost of the encryption process is illustrated in Fig.
where it is evident that our scheme is almost equivalent to Li et al. [17] and
significantly lower than Chen et al. [5]. In the decryption time cost, as shown
in Fig. our scheme is slightly higher than Li et al. [17] but remains signif-
icantly lower than Chen et al. [5]. The comparison of ciphertext size, presented
in Fig. demonstrates that our scheme is comparable to Li et al. [17] and
markedly lower than Chen et al. [5] across all three parameter settings.

In summary, the time costs and ciphertext size of our scheme are signifi-
cantly lower than Chen et al.’s scheme [5]. Compared to Li et al.’s scheme |17],
our scheme has a slightly higher decryption time overhead. However, this is an
acceptable trade-off, as our scheme additionally provides forward security, which
Li et al.’s scheme [17] does not offer.

7 Conclusion

In this work, we present a lattice-based forward secure certificateless encryption
scheme for privacy-preserving in the context of cloud data management. Our
scheme is designed based on the lattice hardness and mitigates the threat of
secret key exposure. Combining with several lattice basis sampling algorithms,
we construct the fundamental certificateless encryption framework. Then, by
leveraging the philosophy of the ExtBasis algorithm and binary tree structure,
we facilitate the one-way secret key evolution, enabling periodic secret key up-
dates by users. Rigorous analysis and experimental evaluations demonstrate that
FSCE is secure and practical for cloud data management. For future work, it
would be interesting to design a lattice-based forward secure certificateless en-
cryption scheme supporting keyword search.
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